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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 15 MARKS.
	1.
	a)
	Enumerate the security attacks and explain each in brief.
	[8M]

	
	b)
	Discuss how internet standards have been standardized by using RFC?
	[7M]

	
	
	
	

	2.
	a)
	Describe Advanced Encryption Standard with neat sketch.
	[8M]

	
	b)
	It is possible to use a hash function to construct a block cipher with a structure similar to DES. Because a hash function is one way and a block cipher must be reversible (to decrypt), how is it possible?
	[7M]

	
	
	
	

	3.
	a)
	Identify the possible threats for RSA algorithm and list their counter measures.
	[8M]

	
	b)
	Give the structure of PGP message generation. Explain with a diagram.
	[7M]

	
	
	
	

	4.
	a)
	Explain the major security services provided by Authentication Header and ESP respectively.
	[8M]

	
	b)
	How are security associations combined?
	[7M]

	
	
	
	

	5.
	a)
	What is the need for security services at transport layer of Internet Protocol?
	[8M]

	
	b)
	Explain the four protocols defined by Secure Socket Layer.
	[7M]

	
	
	
	

	6.
	a)
	What is application level gateway? List the merits of application level gateway.
	[8M]

	
	b)
	Explain Network-Based Intrusion Detection Systems.
	[7M]

	
	
	
	

	7.
	a)
	Distinguish between denial of service and distributed denial of service.
	[8M]

	
	b)
	Give a detailed view on model for Internetwork security.
	[7M]

	
	
	
	

	8.
	a)
	Compare Substitution and Transposition ciphers.
	[8M]

	
	b)
	Explain about cipher block modes of operation.
	[7M]


-- 00 -- 00 –
H.T No





Regulations:


A15











PAGE  
Page 1 of 1

